
© 2020 oneM2M

The project "International Digital Cooperation - ICT Standardisation" is funded by the European Union

oneM2M – Zigbee Interworking
HyeonSeo Son (hyeonseo0128@keti.re.kr)

Korea Electronics Technology Institute

2020.10.08



© 2020 oneM2M

Motivation

• Zigbee protocol is used a lot for home devices, so providing Zigbee
interworking can be beneficial to have smart home services later

• oneM2M defines home appliances information model (i.e. TS-0023) and this 
Zigbee interworking used that standard models

• TS-0023 adopts Smart Device Template (SDT) to represent home appliances 
and their mapping to <flexContainer> resources. This tutorial demonstrates 
how to use those specifications for Zigbee interworking
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Outline

• Scope 

• What is Zigbee?
• Zigbee Protocol
• Zigbee Characteristics

• oneM2M-Zigbee Interworking overview
• Smart Device Template(SDT)
• IPE Architecture
• System Deployment

• Demo Implementation
• Zigbee gateway installation
• Register Zigbee sensor
• Get gateway API key

3



© 2020 oneM2M

Scope

Interworking

• oneM2M-Zigbee interworking process based on oneM2M standard

• Zigbee data model is mapped to oneM2M resources

• How to apply Home Application using Smart Device Template(SDT) from TS-0023

• Practice IPE using Zigbee gateway and sensor
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Prerequisites

• H/W
• Raspberry pi3B+, Conbee 2(Gateway module), Zigbee sensors(Xiaomi aquara)

• S/W
• Node.js

• Postman

• cmder(Terminal tool)

• Zigbee gateway software(deCONZ)

• IPE source
• Github(https://github.com/IoTKETI/zigbee_IPE.git)
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What is Zigbee?
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Zigbee Protocol

Zigbee specification

Network Layer

Application Layer

ZDO management

Security
services

Security
services

Application support sublayer

Zigbee
Device object

Medium access control

Physical Layers

source: https://en.wikipedia.org/

• Zigbee is an IEEE 802.15.4-based specification for a 
suite of high-level communication protocols used to 
create personal area networks with small, low-power 
digital radios, such as for home automation, medical 
device data collection, and other low-power low-
bandwidth needs, designed for small scale projects 
which need wireless connection

• The specification includes four additional key 
components: network layer, application layer, Zigbee 
Device Objects (ZDOs) and manufacturer-defined 
application objects

• ZDOs are responsible for some tasks, including keeping 
track of device roles, managing requests to join a 
network, as well as device discovery and security.
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Zigbee Characteristics

• Standard wireless network established for low latency and energy 
consumption

• Supports simple protocol stacks to provide network reliability

• Zigbee is simpler and cheaper than other communication technologies such as 
Bluetooth and Wi-Fi

Zigbee GatewayZigbee Device

Zigbee protocol
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oneM2M-Zigbee 
Interworking overview
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Smart Device Template (SDT)

• SDT template is made to integrate smart home devices from home gateway, 
and it defines DeviceInfo and ModuleClass

• The ModuleClass has action, datapoint and event data

• SDT Goals
• Modularize device functions and types

• Keep it simple to device development

• The SDT supports the use of a set of templates for 
generic devices or appliances which form the basis 
of APIs used by application developers.

Action

Data

Event

ModuleClass

Action

Data

Event

ModuleClass

Action

Data Point

Event

ModuleClass

Device

DeviceInfo

source: http://www.onem2m.org
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Smart Device Template (SDT)

• SDT hierarchy
• Devices have module classes, and they are mapped to <flexContainer> resource

• Each ModuleClass can have action, data point properties and event

source: oneM2M TS-0023
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Architecture for IPE

• Interworking Proxy Entity(IPE) with others
• IPE is a special AE that allows seamlessly interaction between oneM2M 

system and other systems

SDT
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System Deployment

• TS-0023 specifies 'device class' for interworking home devices to oneM2M 
platform

• Look at the process of interworking deviceDoorLock, deviceThermometer, and 
deviceLight to the oneM2M platform.

• To interworking Zigbee device, deCONZ is used as a gateway software

• Therefore, only devices provided by deCONZ can be used.

<device class>

Zigbee
IPE

IoT platform

laptop

[deviceDoorLock]

[deviceThermometer]

[deviceLight]

Raspberry Pi 3B+

deCONZ

Zigbee gateway
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{
“m2m:fcnt": {

"rn": "Light",
"cnd": "org.onem2m.home.device.deviceLight"

}
}

{
“m2m:fcnt": {

"rn": "Thermometer",
"cnd": "org.onem2m.home.device.deviceThermometer"

}
}

{
“m2m:fcnt": {

"rn": "DoorLock",
"cnd": "org.onem2m.home.device.deviceDoorLock"

}
}

System Deployment

[deviceDoorLock]

[deviceThermometer]

[deviceLight]

IPE_AE

SDT “Device Class”
<flexContainer>

<subscriptions>

CSE
<flexContainer>  create HTTP request body examples
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[deviceDoorLock]
SDT “Module”

<flexContainer>

SDT “Datapoint”

<subscriptions>

lock

[doorlock]

level

[battery]

{
"hd:bat": {

"rn": "mybattery",
"cnd": "org.onem2m.home.moduleclass.battery”,
"lvl": 100

}
}

{
"hd:dooLk": {

"rn": "mydoorlock",
"cnd": "org.onem2m.home.moduleclass.doorlock”,
"lock": true

}
}

System Deployment

<flexContainer>  create HTTP request body examples
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[deviceThermometer]

<subscriptions>

currentTemperature

level

{
"hd:tempe": {
"rn": "mytemperature",
"cnd": "org.onem2m.home.moduleclass.temperature”,
"curT0": 38.70

}
}

{
"hd:bat": {
"rn": "mybattery",
"cnd": "org.onem2m.home.moduleclass.battery”,
"lvl": 100

}
}

System Deployment

[temperature]

[battery]

SDT “Module”
<flexContainer>

SDT “Datapoint”

<flexContainer>  create HTTP request body examples
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System Deployment

Status

SDT “Module” <flexcontainer>

<subscriptions>

powerState

SDT “Datapoint”

colourSaturation

green

red

blue

brightness

[faultDetection]

[binarySwitch]

[colourSaturation]

[colour]

[brightness]

{
"hd:binSh": {
"rn": "mySwitch",
"cnd": "org.onem2m.home.moduleclass.binarySwitch”,
"powerSe": true

}
}

{
"hd:fauDn": {
"rn": “myfaultDetection",
"cnd": "org.onem2m.home.moduleclass.faultDetection”,
“sus": true

}
}

{
"hd:colSn": {
"rn": "mycolourSaturation",
"cnd": "org.onem2m.home.moduleclass.colourSaturation”,
“colSn": 0

}
}

{
"hd:color": {
"rn": "mycolour",
"cnd": "org.onem2m.home.moduleclass.colour”,
"green": 0
"red": 100
"blue": 0

}
}

{
"hd:brigs": {
"rn": "mybrightness",
"cnd": "org.onem2m.home.moduleclass.brightness”,
"brigs": 100

}
}

[deviceLight]

<flexContainer>  create HTTP request body examples



© 2020 oneM2M

Interworking scenarios

• Simple scenario

Binary
switch

Zigbee
gateway

Zigbee IPE
oneM2M
platform

1. <AE> create request

3. Get sensor status

bulb

2. Request sensor status

4. Response sensor status

5. Update sensor status

6. Request sensor control

8. Control sensor

7. Request sensor control
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Demo Implementation

19
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Zigbee gateway installation

• Gateway configuration

Conbee 2
- This is gateway module for Zigbee
- USB type module

Raspberry pi 3B+
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• Set user USB access rights
• Process for adding {$USER} account to dialout group

• > sudo gpasswd -a $USER dialout

• Import Phoscon public key
• Add a key to use when authenticating the Phoscon package

• >  wget -O - http://phoscon.de/apt/deconz.pub.key | sudo apt-key add -

Zigbee gateway installation
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Zigbee gateway installation

• Configure the APT repository for deCONZ
• Configure apt repository to install deCONZ

• > sudo sh -c "echo 'deb http://phoscon.de/apt/deconz \

$(lsb_release -cs) main’ > \

/etc/apt/sources.list.d/deconz.list“

• Update APT package list
• >  sudo apt update
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Zigbee gateway installation

• Install deCONZ
• > sudo apt install deconz
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Zigbee gateway installation

• After the installation deCONZ can be started via the application menu.
• Menu > Programming > deCONZ

After a few seconds,
Connect button gets 
activated
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Register Zigbee sensor

• If you access to gateway address, you can check the connected 
gateway list

• http://[your gateway IP]/pwa/login.html

Click your gateway
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Register Zigbee sensor

• Click the `    ` button on the top of left, then click sensors in the 
Devices tab
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Register Zigbee sensors

• Click the `Add new sensor` button to connect the sensor
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Register Zigbee sensors

• After checking the type of sensor, press the reset button of the sensor
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Register Zigbee sensors

• You can show the connected sensor
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Get gateway API key

• deCONZ REST API is used for this Zigbee IPE to correspond data/control
• From the G/W API, you can see all Zigbee gateways in your network

• GET https://dresden-light.appspot.com/discover

Check gateway IP address
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Get gateway API key

• Click the `    ` button 
• When push the button, the gateway unlock lasts 60 seconds to allow 3rd 

party app to register themselves to the gateway
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Get gateway API key

• To control the gateway, you need to get the gateway API key
• POST http://[your gateway IP]/api

• Body
• {

“devicetype”: “my application”,
}
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Get gateway API key

• You can get the gateway API key
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Get sensor lists

• A numeric sensor ID is generated in the order of sensor registrations
• GET http://{Gateway_host}/api/{api_key}/sensors

Sensor ID

Sensor type and value
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Get sensor status

Property of 
Zigbee sensor data

Attribute name of 
the SDT module class

config.battery level of [battery]

state.open lock of [doorlock]

• You can check the sensor (e.g. deviceDoorLock) status
• GET http://{Gateway_host}/api/{api_key}/sensors/{sensorID}

Data point mapping
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Get sensor status

Property of 
Zigbee sensor data

Attribute name of 
the SDT module class

config.battery level of [battery]

state.temperature
currentTemperature of 

[temperature]

• You can check the sensor (e.g. deviceThermometer) status
• GET http://{Gateway_host}/api/{api_key}/sensors/{sensorID}

Data point mapping
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Get lights list

• You can check the lights list
• GET http://{Gateway_host}/api/{api_key}/lights

Zigbee bulb ID
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Light control

• You can check the lights status
• URL : http://{Gateway_host}/api/{api_key}/lights/{light_ID}/state

• Body
{

“on”: true // on = true, off = false
}
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Get light status

• You can get the lights status
• URL : http://{Gateway_host}/api/{api_key}/lights/{light_ID}

Property of 
Zigbee sensor data

Attribute name of 
the SDT module class

status.bri brightness of [brightness]

status.on powerState of [binarySwitch]

status.reachable status of [faultDetection]

status.sat colourSaturation of 
[colourSaturation]

status.xy green, red, blue of [colour]

Data point mapping
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IPE working procedure

1. Download Zigbee IPE source code

2. Modify IPE configuration
• oneM2M platform (e.g. Mobius) and Zigbee G/W

3. Apply the sensor IDs to the IPE source code

4. npm module installation and run IPE
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Running Zigbee IPE

• Download Zigbee IPE source code
• You can Download Zip

• Alternatively, you can use the git clone command
• > git clone https://github.com/IoTKETI/Zigbee_IPE.git
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Running Zigbee IPE

< conf.js >

• Modify IPE configuration

• In conf.js file
• Modify the configuration per your oneM2M platform

• Apply api_key to zigbee.api_key
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Running Zigbee IPE

• Check sensor list
• > node sensorlist.js
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Running Zigbee IPE

• Apply my sensor list to the code
• In the app.js and zigbeeIPE.js

< zigbeeIPE.js >< app.js >
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Running Zigbee IPE

• Clone or copy the IPE repository to local machine

• Move to the folder and then install npm modules
• > npm install

• Run IPE source code
• > node app.js

• If device resources are already created in the oneM2M platform,
the IPE uploads event data (i.e. flexContainer update) to the oneM2M platform

• If some resources are deleted,
the IPE creates new flexContainer resources in the oneM2M platform
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Running Zigbee IPE

• Get deviceLight (device class) information
• IPE create AE (zigbee_smarthome) in the oneM2M platform

• You can check your device resource by postman
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Running Zigbee IPE

• Get colour (module class) info
• colour was create under deviceLight
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Running Zigbee IPE

• New sensor data sync
• When the sensor data changes, that is updated on the oneM2M platform


